How are your er_nployees CO nn eCt =

spending your time?

According to recent studies about 90% of employees use Internet I r Ote Ct

resources unrelated to their job while at work. UserGate provides you
with an easy-to-use tool to control your staff's activity on your network.

Entensys has released its new
version of UserGate Proxy
Server, the popular Internet
security and connection sharing
software.

Connect your LAN
to Internet, easy and secure!
O Speeding up your Internet

With UserGate Proxy Server you can connect all your Local Area connection by caching
Network users to the Internet using only one external IP address. Internet resources

O Internet Connection
Sharing

O Numerous administration
options

Protect your office
from attacks and viruses!

O Preventing your users
coming to inappropriate
websites

UserGate Proxy provides you with antivirus control of your entire
network's inbound and outbound traffic.

O Firewall protection for all
traffic

O Antivirus engines clean up
all HTTP, FTP, POP3 and
SMTP traffic.

UserGate has built-in security options including an effective firewall
and double-core antivirus protection. UserGate also provides VPN and
ICMP protocol support to safeguard privacy and maintain the integrity

of any data transmission. ﬁJSEPGatE
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Manage
your
network

Entensys offers UserGate Proxy Server,
the powerful multifunction tool for
network administrators that provides:
* Built-in options for information security.
= Management of LAN user activity.
= Built-in billing system.
= Traffic control system.
You can provide faster internet access
to the most frequently used internet
resources with UserGate's Internet page
caching, filter controls and the
blocking of employee access to
entertainment sites.

Internet
access
I management

With UserGate, an administrator can
flexibly manage Internet access by
creating allowed and disallowed domain
lists and/or IP addresses.

With its built-in filters, UserGate can
block advertising banners and can block
access to undesirable resources, such as
MSN, ICQ or other instant messengers,
as well as specific websites.

Administrators can restrict the loading of
files having particular extensions, such as
.mov or .mp3.

The Statistics Module analyzes
Internet usage by each user.

UserGate can cache all web pages visited,
which greatly accelerates Internet access
and significantly reduces channel load.

Administration
through
Proxy Server

Network rules

Network Address Translation (NAT)
support is an advanced technology
for connecting multiple computers to
the Internet using one IP. You can
create and edit NAT rules, as well as
word rules, for port mapping and
transparent Proxy settings.

NAT switch turns NAT support on
or off in UserGate Proxy Server.
With UserGate, you can authorize
users by:

= Username and password.

= Windows authorization.

= Active Directory authorization.
= IP address.

= IP and MAC address.

= IP and MAC ticket.

UserGate supports such protocols as
HTTP (caching), FTP (caching),
Socks4, Socks5, and any UDP/IP
protocol for NAT.

User import from Active Directory.
Now you don't have to set hundreds
of users by hand, the program will
do it for you!

Internet content filtering
n restricting user access to resources

not related to work.

Real-time Connection Monitoring

allows the viewing of active user IP

addresses, usernames, exact volumes

of sent and received traffic, and lists
of URLs visited.
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Scheduler provides a convenient running
of the following tasks: launching external
applications, automatic opening or
closing of dial-up connections, e-mailing
statistics to users, and other functions.

Statistics Reporting System can

automatically and manually e-mail users
their personal Internet statistics, as well
as bill them for specified time periods.

UserGate has a flexible report
generator that includes the capability
of exporting stats to MS Excel.

Remote Administration allows network
administrators to work remotely and to
be more mobile.

Software requirements:

UserGate Proxy server with NAT (Network Address Translation)
works on Windows 2000/2003/XP with the usual TCP/IP
protocols installed. Without the NAT protocol support UserGate
can work on Windows95/98 and Windows NT 4.0.

Hardware requirements:

A dedicated computer or a computer that is seldom used having
the following minimum configuration: Pentium II 400MHz, 64
MB RAM, 10 MB of hard disk space plus additional hard disk
space for a web page cache and log files.

Information
security
for your office

UserGate has built-in protection
options, such as its own firewall, Panda
Antivirus and Kaspersky Antivirus.

UserGate's firewall prevents
unauthorized access to your LAN and
server data, and blocks connections via
specific ports.

The Panda Antivirus engine is
integrated into UserGate Proxy, so
Panda Software works as a filter
intercepting all data transferred
through various Internet protocols.
Kaspersky Antivirus (an optional add-
on) scans and intercepts any data that
has a virus.

Automatic start-up for dial-up
or incoming VPN connections!

VPN and ICMP protocol support
provides privacy and data transmission
integrity. It also allows users to check
server availability on the Internet.
POP3 and SMTP protocol support
allows the built-in antivirus module to
check e-mail traffic.

SUserGate

Connect. Protect. Manage!
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